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(57) ABSTRACT

A network attached storage device may include at least one
storage device, a network connection coupling the at least one
storage device to a network and a processor coupled to the at
least one storage device and to the network connection. The
processor may be configured to monitor a plurality of oper-
ating parameters of the network attached storage; determine a
state of a network attached storage based on at least two ofthe
monitored plurality of operating parameters of the network
attached storage; determine a current level of protection from
among a predetermined plurality of levels of protection based
on the determined state of the network attached storage, and
provide an indication of the determined level of protection
afforded by the network attached storage.

23 Claims, 6 Drawing Sheets
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- current RAID level of the network
attached storage;
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- state of at least one power supply of the
network attached storage;

- state of connectivity of the network
attached storage to a remote storage coupled to
the network;

- amount of time elapsed since a last back-
up of the network attached storage;

- amount of free space left on the network
attached storage;

- status of at least one of backup data and
backup equipment;

- status of data redundancy at least on the
network attached storage;

- temperature of at least one drive in the
network attached storage;

- state of at least one fan in the network
attached storage;
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NETWORK ATTACHED STORAGE (NAS)
PROTECTION METER AND METHODS FOR
ALERTING USERS OF THE STATE OF
PROTECTION OF A NAS

BACKGROUND

Conventional network attached storage (NAS) devices
often provide rudimentary indicators (such as LED lights)
that provide some indication of, for example, power, drive
activity, network connectivity, and the like. However, such
known NAS devices do not provide useful information
regarding what the user really cares about; namely, the cur-
rent level of protection or redundancy of the user’s data based
on the state of the NAS device and its connectivity. With the
ever-increasing capacity and complexity of NAS devices and
of other backup options, it is likely to become increasingly
difficult for (especially non-technically-inclined) users to be
able to discern the true operational status of their NAS device
and of the data stored therein. Indeed, most users will likely
wait until the NAS device fails before realizing that their data
is in jeopardy or has been compromised. What are needed,
therefore, are NAS devices, NAS-containing systems and
methods that do not suffer from the above-detailed disadvan-
tages.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a network attached storage
device and example monitored parameters, according to one
embodiment.

FIG. 2 is a flowchart of a method of indicating a current
level of protection provided by a network attached storage,
according to one embodiment.

FIG. 3 is an example user interface configured to show a
current level of protection provided by a network attached
storage, according to one embodiment.

FIG. 4 is an example user interface configured to show
exemplary user-configurable settings, according to one
embodiment.

FIG. 5 is an example user interface configured to show
exemplary user-configurable notification settings, according
to one embodiment.

FIG. 6 shows a network attached storage device, a network
and other network-accessing devices, according to one
embodiment.

DETAILED DESCRIPTION

One embodiment is a network attached storage (NAS)
device configured to indicate a current level of protection
provided by the NAS device. Various protection meters and
notifications allow users to easily intuitively ascertain the
state of their NAS device and the level of protection of their
data afforded by the NAS device and to evaluate whether
further action is required. The protection meters may be
implemented as a set of indicator lights arranged in a visually
prominent shape, and/or as graphics such as a bar graph,
circular gauge, triangular gauge, and the like. Such protection
meters and/or notifications may be provided on the NAS
device itself and/or remotely from the NAS device, such as on
a Web browser or another network-connected device. The
NAS device may be configured to monitor various operating
parameters indicative of the current operating state of the
NAS and use such monitored parameters to determine the
current state of the NAS device and the current level of pro-
tection of the user’s data.
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The NAS device may be provided with various sensors
configured to monitor the current state of a plurality of oper-
ating parameters of the NAS device. Such sensors may be
configured to report the monitored parameters or may be
configured to be polled or otherwise queried to provide the
current state of the monitored NAS device operating param-
eters. A processor on the NAS device may be configured to
periodically (e.g., at regular intervals, or asynchronously)
acquire and store the values of the monitored operating
parameters and act upon the stored values.

FIG. 1 is a block diagram of a network attached storage
device and example monitored parameters, according to one
embodiment. As shown therein, a NAS device 102 may
include one or more storage devices 106, a network connec-
tion 108 coupling the NAS device 102 to a network 112 and
a processor 104. The processor 104 may be coupled to the
storage device(s) 106 and to the network connection 108.
According to one embodiment, the processor 104 may be
configured to indicate a current level of protection provided
by the NAS device 102. Indeed, the processor 104 may be
configured to monitor a plurality of operating parameters 114
of the NAS device 102 and to determine the state of a NAS
device 102 based on at least two of the monitored plurality of
operating parameters 114. Based on the determined state of
the NAS device 102, the processor 104 may determine, as
shown at 110, a current level of protection from among a
predetermined plurality of levels of protection. This deter-
mined current level of protection may then be provided to, for
example, a user of the NAS device 102, thereby giving the
user with a simple and intuitive indication of how safe his or
her data is, and/or the current health of the NAS device 104.
The level of protection may be determined dynamically, and
may change in response to changes in the values of the moni-
tored operating parameters 114 of the NAS device 102. For
instance, if the user adds an additional drive or changes RAID
levels within the NAS device 102, the protection level may be
updated accordingly.

A non-exhaustive listing of exemplary operating param-
eters that may be monitored is shown at reference numeral
114 in FIG. 1. Such monitored operating parameters of the
NAS device 102 may include, for example:

RAID level;

Power level,

State of power supply or power supplies;

Status of network connectivity;

Status of connectivity to a remote backup or share drive;

Number of drives that are operational;

Time elapsed since last backup;

Status of backup data and/or backup equipment;

Amount of free-space left on the NAS device

Status of data redundancy;

Status of NAS components, such as power supply, fans,

drive temperature, and the like.

Itis to be noted that the above list is merely indicative of the
wide range of NAS device operating parameters that may be
monitored, logged and stored, and is not intended to be an
exclusive listing thereof.

According to one embodiment, values of each of the
logged and stored NAS device operating parameters 114 may
be compared against one or more look-up tables of values for
each or some of the monitored operating parameters 114 and
anumerical score may be assigned based upon the correspon-
dence between the stored operating parameter 114 and the
corresponding value stored in the look-up table(s). These
numerical values may be simply summed, resulting in an
aggregate score that is indicative of the current state of the
NAS device 102. For example, the operating parameter
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“Drive Temperature” may be assigned a value of zero if the
temperature of the NAS device 102 is less than 80 degrees
Fahrenheit, a value of one if the temperature is between 81
and 90 degrees and a value of three if the temperature is
greater than 90 degrees. Similarly, the value of the “Time
Since Last Backup” operating parameter may be assigned a
value of zero if the last backup occurred less than 12 hours
ago, a value of one if the last backup occurred between 12 and
24 hours ago and a value of three if the last backup occurred
more than 24 hours ago. The values of these and other oper-
ating parameters may be summed to generate an aggregate
score. Alternatively, a more complex formula may be
employed for determining the aggregate score indicative of
the current state ofthe NAS device 102, as those of skill in this
art will readily recognize. It is also recognized that some
parameters may be interpreted as having relatively more
importance than other operating parameters of the NAS
device. Therefore, each of the monitored operating param-
eters of the NAS device 102 may be assigned a weighting
factor reflecting such relative importance. The weighting fac-
tor for one or more of the monitored operating parameters
may be set to unity, while others may be set to a smaller or
greater value. The logic that determines the protection level
may then take these weighting factors into account when
calculating or determining the level of protection to report to
the user. According to one embodiment, the look-up tables
may be omitted, and the formula, algorithm or heuristic
employed by the logic may use the raw values of some or all
of'the monitored operating parameters of the NAS device 102
in its determination of the level of protection. Other methods
of calculating or otherwise determining the level of protection
of the user’s data and/or the NAS device 102 may be devel-
oped and employed.

According to one embodiment, the processor 104 may be
further configured to calculate an estimated mean time-to-
recovery (MTTR) as part of the algorithm to determine the
protection level. The MTTR value may also be reported or
otherwise provided to the user along with (or separately from)
the protection level.

However determined from the monitored operating param-
eters, the current state of protection of the user’s data and/or
the status of the NAS device 102 may be reported to the user
as a specific level of protection selected or determined from
among a plurality of such levels of protection. The levels of
protection may generally correspond to the relative levels of
safety of the user’s data and/or the “health” of the NAS device
102, from a low level of protection and/or state of the NAS
device 102 in which the user’s data is or may be at risk of
being compromised and/or in which the NAS device 102 (or
constituent components thereof) is/are at risk of imminent
failure, to a high level of protection and/or state of the NAS
device 102 in which the user’s data and/or the NAS device
102 is at its highest level of redundancy and/or security and in
which the NAS device 102 is working at specification.
According to one embodiment, the analysis of the logged and
stored current operating parameters of the NAS device 102
may be resolved into one of five levels of protection. Five
levels of protection may enable a sufficient level of granular-
ity to convey useful information to the user without, however,
under-reporting the state of the data and/or NAS device 102 or
over-taxing the user’s ability to readily grasp and act upon the
provided information. However, it is to be understood that a
lesser (e.g., 3) or a greater number (e.g., 8 or more) of levels
of'protection may be used, depending upon the complexity of
the algorithm, the number of logged and stored current oper-
ating parameters and/or the sophistication of the target users,
among possible factors.
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The levels of protection may be communicated to the user
in various ways, such as audible alerts, visual indicators,
colors, electronic messaging and the like. For example, the
NAS device 102 may be configured to message an electronic
device coupled to the network 112 via, for example, a web
browser, a popup window, an email or a text message, to
identify but a few possibilities. More than one messaging
modality may be used, and the messages may be selectively
more or less persistent and/or intrusive, depending upon the
user’s preferences and/or depending upon the determined
level of protection. That is, an alert or message indicative of a
low level of protection or indicative of an imminent risk of
data loss of NAS device failure may be communicated to the
user via more than one messaging modality and may be
repeated until appropriate remedial action is taken by the user
orthe alert and/or message is silenced by an affirmative action
of the user.

As noted above, a spectrum comprising five discrete levels
of'protection may be effective to accurately communicate the
state of protection of the user’s data and/or the state of the
NAS device 102. For example, the five levels of protection
may be loosely defined as follows:

Level 5: The user’s data and the NAS device are deter-
mined (through analysis of the logged and stored current
NAS device operating parameters) to be at their highest
level of protection and operating condition possible.
Recovery from a single failure could be performed vir-
tually in real-time without disrupting performance. For
example, the user’s data having both local and remote
redundancy active and a NAS device operating nomi-
nally may be determined to be operating at Level 5.

Level 4: Theuser’s data is determined (through analysis of
the logged and stored current NAS device operating
parameters) to be at a high level of protection and the
NAS device is operating at near-specification. The NAS
device may have suffered a “minor” event such as, for
example, slow network connectivity or a long time has
elapsed since a last successtul remote backup, and the
like. In contrast to level 5, recovery from another failure
may require a longer time, such as 1-4 hours (the esti-
mated MTTR).

Level 3: The user’s data and the NAS device are deter-
mined (through analysis of the logged and stored current
NAS device operating parameters) to be at a medium
level of protection. To be assigned this level of protec-
tion, the NAS device may have suffered a more serious
event, such as a drive failure or a recent power disruption
recently, for example. In contrast to level 4, the MTTR
from another failure may require a significant amount of
time increases significantly, to 8-12 hours, for example.

Level 2: The user’s data and/or the NAS device are deter-
mined (through analysis of the logged and stored current
NAS device operating parameters) to be at a low level of
protection. The NAS device may have suftered a serious
casualty, such as power loss and may be operating on
battery backup, the drives may have a low amount of free
space available, the NAS device may be operating at a
high drive temperature, or similar serious occurrence. In
contrast to level 3, another failure may cause data loss or
corruption and/or recovery may require more than 12
hours (for example).

Level 1: The user’s data has or is in imminent danger of
corruption and/or the NAS device is in imminent danger
of failure. The NAS device may have suffered multiple
casualties that are serious or that cumulatively endanger
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the NAS device and/or the user’s data. In contrast to
level 2, immediate shutdown of the NAS device is rec-
ommended.

FIG. 2 is a flowchart of a method of indicating a current
level of protection provided by a network attached storage,
according to one embodiment. As shown therein, block B1
calls for monitoring a plurality of operating parameters of the
NAS device 102 including, for example, one or more of the
exemplary operating parameters listed above. Block B2 calls
for a determination of the state of the network attached stor-
age device (and consequently of its stored data) based on the
monitored operating parameters of the NAS device 102. The
state of the NAS device 102 may be determined through an
analysis of and/or calculation using one or more available and
optionally weighted NAS device operating parameters. The
current level of protection of the NAS device 102 and of its
store data may then be determined from among a predeter-
mined plurality protection levels based upon the analyzed or
calculated state of the NAS device 102. For example, the state
of'the NAS device 102, which may be embodied in a numeri-
cal score, may be compared to each of, for example, five
threshold values, each threshold value corresponding to one
of'the five levels of protection. For example, if the calculated
score corresponding to the state of the NAS device 102 is
equal or greater than the threshold value for protection level 5,
the current level of protection of the NAS device may be
determined, in block B3, as protection level 5. Lastly, block
B4 calls for the provision of an indication of the determined
level of protection of the NAS device and of its stored user
data to the user.

The provision of the indication of the determined level of
protection may be communicated to the user in various ways.
FIG. 3 is an example user interface configured to show a
current level of protection provided by a network attached
storage, according to one embodiment. Such user interface
may be embodied as a web browser, but may also take the
form of a mobile app or other dedicated software. FIG. 3
shows a browser 300 configured as a “Dashboard” (selected
by the user through tab 310), in which the level of protection
may be displayed simply, via a text-based message such as
shown at 302 and/or a graphic, such as shown at 304. The
graphic 304 displayed within the browser, app or other soft-
ware, may take the form of a gauge (as shown), a series of five
(for example) indicators, a numerical display, or most any
other graphic, text-based or hybrid visual indicator of the
determined level of protection. An audible indication of the
current level of protection may also be generated, especially
if the level of protection is determined to be low, meaning that
either the NAS device 102 or the contained data is at risk of
failure, corruption or loss of integrity.

Asalso shown in FIG. 3, the browser, app or other software,
displayed by an accessing host device or other network-con-
nected device, may also display an explanation of the differ-
ent levels of protection, as shown at 306, as well as sugges-
tions 308 on how to improve the level of protection afforded
by the NAS device 102. As shown, the graphic 304 provides
the user with an intuitive and immediate understanding of the
current level of protection afforded by his or her NAS device.

FIG. 4 is an example user interface configured to show
exemplary user-configurable settings, according to one
embodiment. In FIG. 4, the user has clicked or otherwise
selected the “Settings” tab 402. As shown, selection of the
Settings tab 402 may cause the browser, app or other render-
ing software to display characteristics of the NAS device 102,
as collectively shown at 404. At 406, the user may be enabled
to select a preferred number of protection levels that will be
reported. Indeed, the user may be provided with the ability to
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select from among, for example, three choices of three, five
and eight levels of protection. Here, it can be seen that the user
has selected that the granularity of the protections levels be
limited to five, consistent with the example shown and
described herein. The user may also be provided with the
ability to turn notifications on and off, as shown at 408. Other
customizations may be possible, such as shown at 410, in
which the user may opt to have recommended remedial
actions (in case the determined level of protection is less than
the highest possible level) pushed to a designated device or
location. Such recommendations may include, in addition to
that shown at 308 in FIG. 3, purchasing additional drives,
changing RAID levels, selecting another remote backup loca-
tion, for example.

Other possibilities include a more active management of
the NAS device 102, such as providing the user with the
ability to optimize his or her NAS device 102 for capacity or
protection level as shown at 412, for example. Such choice
may affect the RAID level of the drive and may also affect the
provided and reported level of protection. Those of skill in
this art may recognize that the functionalities shown and
described herein are given for exemplary purposes only, and
are not intended to limit the scope of the embodiments shown
and described herein.

FIG. 5 is an example user interface configured to show
exemplary user-configurable notification settings, according
to one embodiment. In FIG. 5, the user has clicked or other-
wise selected the “Notifications™ tab 502, which enables the
manner in which the user is notified of changes in the deter-
mined level of protection to be changed and personalized at
will. As shown therein, the user may be given the ability to
select how the level of protection of the NAS device 102 is
communicated to the user. For example, the determined level
of protection may, as shown at 504, be communicated to the
user via email to a specified email account, to a mobile device
(via a text message or some other form of electronic mes-
sage), and/or via other modalities such as an audible alarm
(generated locally at the NAS device and/or at the accessing
network-connected device), via a visual indicator (on the
NAS device, for example) or via a pop-up window on the
user’s network-connected device, for example. The persis-
tence of the notifications may also be selected by the user. For
example, the NAS device 102 may be configured to repeat-
edly notify the user until the user takes appropriate remedial
action. The frequency of such notifications may also be
selected by the user, as shown at 508. As shown at 510, the
user may select the style of the notification displayed on the
“Dashboard” depicted in FIG. 3. In this case, the user has
selected notifications of the determined level of protection to
be sent to his or her mobile device and to his or her a voicemail
as shown at 504 when the NAS protection level changes as
shown at 508, and as text and a circular gauge in the Dash-
board, as shown at 510.

FIG. 6 shows a network attached storage device, a network
and other network-accessing devices, according to one
embodiment. As shown therein, a NAS device 602 is coupled
to a network 604. The functionality described and shown
herein may reside on the NAS device 602 and/or on another
network connected device, such as server 606 or other net-
work-connected accessing device, for example. The notifica-
tions including, for example, the indication of the determined
current level of protection afforded by the network attached
storage, may be provided to the user via, for example, a client
network connected computer 608 (via a notification 609, for
example) and/or a tablet computer 610 or other mobile device
such as, for example, a mobile phone, as shown at 612.
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Not only may the user be notified upon, for example, a
change in the protection level afforded the user’s data by the
NAS device 602, but selected third parties may be so notified
as well. For example, third parties, such as a remote backup
service 614, may also be notified based on the protection level
and/or changes thereto. Notifications to the user and/or third
parties may be triggered based upon downgrade to any of the
protection levels, a downgrade of multiple protection levels,
periodically and/or upon the occurrence of a predetermined
event, for example. As described earlier, some of the notifi-
cations may be generated locally, on and by the NAS device
602. For example, an audio alarm (e.g., a tone, an alarm
sequence or spoken word) notification or alert may be gener-
ated and sent to a speaker or other sound emitting component
of the NAS device, as shown at 616. Alternatively or in
addition, a visual indication of the currently determined level
of protection may be provided by the NAS device 602 in the
form of, for example, luminous indicators 620. As those of
skill in this art will recognize, the luminous indicators may
shine in different colors or intensities, and may selectively
blink insistently to attract the user’s attention.

The structures and functionality shown and described
herein may provide the user (especially a non-technical user)
with the ability to easily evaluate and diagnose the state of
their NAS device. Moreover, the structures and functionality
shown and described herein may also serve a loss-preventa-
tive function, alerting the user when further action or main-
tenance is required or otherwise recommended, thus reducing
the chances of lost data or failure by the NAS device.

While certain embodiments of the inventions have been
described, these embodiments have been presented by way of
example only, and are not intended to limit the scope of the
inventions. Indeed, the novel methods, devices and systems
described herein may be embodied in a variety of other forms.
Furthermore, various omissions, substitutions and changes in
the form of'the methods and systems described herein may be
made without departing from the spirit of the inventions. The
accompanying claims and their equivalents are intended to
cover such forms or modifications as would fall within the
scope and spirit of the inventions. Those skilled in the art will
appreciate that in various embodiments, the actual structures
or functionalities shown and described herein may differ from
those shown in the figures. For example, the form, content and
delivery method of the notifications may differ from that
shown and described herein. Depending on the embodiment,
certain of the steps described in the example above may be
removed, others may be added. Also, the features and
attributes of the specific embodiments disclosed above may
be combined in different ways to form additional embodi-
ments, all of which fall within the scope of the present dis-
closure. Although the present disclosure provides certain pre-
ferred embodiments and applications, other embodiments
that are apparent to those of ordinary skill in the art, including
embodiments which do not provide all of the features and
advantages set forth herein, are also within the scope of this
disclosure. Accordingly, the scope of the present disclosure is
intended to be defined only by reference to the appended
claims.

The invention claimed is:

1. A network attached storage (NAS), comprising:

at least one storage device;

a network connection coupling the at least one storage
device to a network; and

aprocessor coupled to the at least one storage device and to
the network connection, the processor being configured
to:
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adjust a granularity of protection levels for the at least
one storage device based on user input, wherein dif-
ferent granularities comprise a different number of
protection levels and wherein different granularities
are associated with different combinations of operat-
ing parameters;

receive a selection from the user of a manner in which a
current protection level of the protection levels of the
at least one storage device is to be provided and com-
municated to the user;

monitor a plurality of operating parameters of the net-
work attached storage, at least one of the monitored
parameters being unrelated to data or to an amount of
storage space remaining on the network attached stor-
age;

determine a state of a network attached storage based on
at least two of the monitored plurality of operating
parameters of the network attached storage, at least
one of the two monitored plurality of operating
parameters being unrelated to the amount of storage
space remaining on the network attached storage;

determine the current protection level based on the
determined state of the network attached storage; and

provide to the user an indication of the determined pro-
tection level afforded by the network attached storage
according to the received selection.

2. The network attached storage of claim 1, wherein the
monitored plurality of operating parameters comprises at
least one of a parameter indicative of a current RAID level of
the network attached storage, a parameter indicative of a state
of at least one power supply of the network attached storage,
and a parameter indicative of a state of connectivity of the
network attached storage to a remote storage coupled to the
network.

3. The network attached storage of claim 1, wherein the
monitored plurality of operating parameters comprises at
least one of a parameter indicative of an amount of time
elapsed since a last back-up of the network attached storage,
a parameter indicative of an amount of free space left on the
network attached storage, and a parameter indicative of a
status of at least one of backup data and backup equipment.

4. The network attached storage of claim 1, wherein the
monitored plurality of operating parameters comprises at
least one parameter indicative of a status of data redundancy
at least on the network attached storage, a parameter indica-
tive of a temperature of at least one drive in the network
attached storage, and a parameter indicative of a state of at
least one fan in the network attached storage.

5. The network attached storage of claim 1, wherein the
indication comprises a number of a protection level, from
among the predetermined protection levels, that is indicative
of the determined protection level.

6. The network attached storage of claim 1, wherein the
processor is further configured to generate and send an alert
configured according to the received selection at least when
the current protection level is downgraded to a lower protec-
tion level.

7. The network attached storage of claim 6, wherein the
processor is further configured to generate and send, accord-
ing to the received selection, at least one of:

an electronic message related to a current protection level

to a device coupled to the network;

an audible message related to a current protection level,

and

a window related to a current protection level on a display

of a computer coupled to the network.
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8. The network attached storage of claim 1, wherein the
processor is further configured to determine a current protec-
tion level based on a weighting factor associated with at least
one of the monitored plurality of operating parameters.

9. The network attached storage of claim 1, wherein the
processor is further configured to assign a numerical score to
the determined state of the network attached storage and
determine the current protection level afforded by the net-
work attached storage depending upon the assigned numeri-
cal score.

10. The network attached storage of claim 1, wherein the
processor is further configured to enable user selection of a
number of protection levels and determine the current protec-
tion level is within the selected number of protection levels.

11. The network attached storage of claim 1, wherein the
processor is further configured to monitor the plurality of
operating parameters of the network attached storage by poll-
ing at least one of:

the at least one storage device;

the network connection, and

a remote storage coupled to the network.

12. A computer-implemented method of indicating a cur-
rent level of protection provided by a network attached stor-
age, the method comprising:

adjusting a granularity of protection levels for at least one

storage device based on user input, wherein different
granularities comprise a different number of protection
levels and wherein different granularities are associated
with different combinations of operating parameters;

receiving a selection from the user of a manner in which a

current protection level of the protection levels of the at
least one storage device is to be provided and commu-
nicated to the user;

monitoring a plurality of operating parameters of the net-

work attached storage, at least one of the monitored
parameters being unrelated to data or to an amount of
storage space remaining on the network attached stor-
age;

determining a state of a network attached storage based on

at least two of the monitored plurality of operating
parameters of the network attached storage, at least one
of the two monitored plurality of operating parameters
being unrelated to the amount of storage space remain-
ing on the network attached storage;

determining the current protection level afforded by the

network attached storage based on the determined state
of the network attached storage; and

providing to the user an indication of the determined cur-

rent protection level afforded by the network attached
storage according to the received selection.

13. The computer-implemented method of claim 12,
wherein the monitored plurality of operating parameters
comprises at least one of a parameter indicative of a current
RAID level of the network attached storage, a parameter
indicative of a state of at least one power supply of the net-
work attached storage, and a parameter indicative of a state of
connectivity of the network attached storage to a remote
storage.
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14. The computer-implemented method of claim 12,
wherein the monitored plurality of operating parameters
comprises at least one of a parameter indicative of an amount
of time elapsed since a last back-up of the network attached
storage, a parameter indicative of an amount of free space left
onthe network attached storage, and a parameter indicative of
a status of at least one of backup data and backup equipment.

15. The computer-implemented method of claim 12,
wherein the monitored plurality of operating parameters
comprises at least one of a parameter indicative of a status of
data redundancy at least on the network attached storage, a
parameter indicative of a temperature of at least one drive in
the network attached storage, and a parameter indicative of a
state of at least one fan in the network attached storage.

16. The computer-implemented method of claim 12,
wherein the indication comprises a number of a protection
level, from among the predetermined plurality of protection
levels, that is indicative of the determined protection level.

17. The computer-implemented method of claim 12, fur-
ther comprising generating an alert according to the received
selection at least when the current protection level is down-
graded to a lower protection level.

18. The computer-implemented method of claim 17,
wherein the alert comprises at least one of:

at least one of a visual and an audible alert related to a

current protection level on the network attached storage,
and

at least one of a visual and an audible alert related to a

current protection level remote from the network
attached storage.

19. The computer-implemented method of claim 17, fur-
ther comprising sending, according to the received selection,
the generated alert as at least one of an electronic message to
a device, as an audible message, and via a window on a
computer display.

20. The computer-implemented method of claim 12, fur-
ther comprising determining the current protection level
based on a weighting factor associated with at least one of the
monitored plurality of operating parameters.

21. The computer-implemented method of claim 12, fur-
ther comprising assigning a numerical score to the deter-
mined state of the network attached storage and determining
the current protection level based on the assigned numerical
score.

22. The computer-implemented method of claim 12, fur-
ther comprising receiving user selection of a number of pro-
tection levels and determining the current protection level
within the selected number of protection levels.

23. The computer-implemented method of claim 12,
wherein monitoring the plurality of operating parameters of
the network attached storage comprises polling at least one
of:

the at least one storage device;

a network connection, and

a remote storage coupled to the network.
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